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 The digital transformation introduces complex ethical challenges, particularly for protecting 

vulnerable populations from inequalities and emerging forms of discrimination. This study 

examines the University of the Philippines Diliman Research Ethics Board's (UPD REB) role in 

addressing issues like data privacy breaches, biases in AI and machine learning, and unequal 

digital access. It identifies potential gaps in the UPD REB's current protocols and proposes 

ethical guidelines tailored to the UP Diliman research community, emphasizing inclusivity, 

fairness, and proactive risk management. The paper also recommends revising operational 

frameworks and implementing continuous education for REB members to better address the 

societal impacts of digital technologies. These measures aim to ensure ethical oversight 

remains robust, protecting marginalized groups while adapting to technological advancements.

Overview



Defining Vulnerabilities for Specific Community Subgroups

Gender 

(women)

Indicator (subgroup)

Age 

(elderly/

youth)

Economic 

status 

(low-incom

e)

Cai, Y. (2024). Visualizing Vulnerability for Inclusive Community Resilience: Photovoice Evidence from the Philippines. 

Journal of Planning Education and Research, 44(1), 102-114. https://doi.org/10.1177/0739456X20949644
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(less educated)

Physical 
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(disabled)



New Discrimination in the Digital Age: 

Implications for Vulnerable Groups in the Philippines

The faces of AI

Digital access 

inequality

Data privacy 

exploitation

Automated 

decision-making



able to infer patterns and possibly draw 

conclusions from data; often based on 

machine learning and/or neural 

networking based paradigms

Does the website end in ".edu," or 

".org," indicating that it belongs to an 

educational institution, or a 

non-profit organization?

Computational technology An (autonomous) entity 

This perspective groups a wide range of 

technologies—such as robotics, the Internet of 

Things, data analytics, and 

cybersecurity—under the broad umbrella of AI, 

effectively making all of them appear as aspects 

of artificial intelligence.

The field of AI includes the study of 

theories and methods for adaptability, 

interaction and autonomy of machines 

(virtual or embedded).

Digital Transformation Field of scientific research

The many faces of AI



University of the Philippines Principles for Responsible and 

Trustworthy Artificial Intelligence



Faculty Guidelines for 

the Use of Generative 

Artificial Intelligence

Academic Affairs Guidelines

ARTIFICIAL 

INTELLIGENCE (AI) 

UTILIZATION

MINDANAO STATE 

UNIVERSITY POLICY ON THE 

FAIR AND ETHICAL USE OF 

ARTIFICIAL INTELLIGENCE 

AND ITS APPLICATIONS



PRINCIPLES AND GUIDELINES FOR AN ETHICAL 

AND TRUSTWORTHY USE OF ARTIFICIAL 

INTELLIGENCE (AI) IN THE GOVERNMENT 
• Principle to do no harm

• Cyber safety and security

• Data privacy and protection

• Robustness and reliability

• Fairness and non-discrimination

• Transparency and explainability

•  Responsibility and accountability

• Contestability

• Reasonable human control

• Human-centricity

• Sustainability



AI can enhance public health by analyzing 

large datasets but risks reinforcing 

inequalities, leading to unequal healthcare 

and social outcomes. In the Philippines, 

despite 99% 4G and 70% 5G coverage, slow 

and expensive internet access limits 

adoption, especially in rural and 

low-income areas.
Rowalt Alibudbud, Artificial intelligence and inequality: insights from the Philippines, Journal of 
Public Health, Volume 46, Issue 3, September 2024, Pages e545–e546, 
https://doi.org/10.1093/pubmed/fdae109

ASEAN's digital economy offers 

opportunities but exposes 

disparities across regions, 

businesses, and populations. 

Achieving inclusiveness requires 

measurable strategies, addressing 

barriers, and focusing on digital 

skills, gender equality, digital 

finance, and MSME empowerment.
Sefrina, M. (2024). An Inclusive Digital Economy in the ASEAN Region.

Socio-digital inequalities are deeply 

rooted in historical and spatial contexts, 

affecting access and outcomes in digital 

education. Policies across Latin 

America, Africa, and Europe reveal 

diverse challenges in addressing these 

disparities.
Ferrante, P., Williams, F., Büchner, F., Kiesewetter, S., Chitsauko Muyambi, G., Uleanya, C., & Utterberg Modén, M. (2024). 

In/equalities in digital education policy–sociotechnical imaginaries from three world regions. Learning, Media and Technology, 

49(1), 122-132.

Digital Access Inequalities



Data Privacy Exploitation: Philippine Context

The Datus (Datu: local term for village chief) of the six Northern Mindanao 

indigenous communities in the Philippines and their kin 

Demographic Profile of  

IPs in the Philippines 

britishcouncil.ph/programmes/society/magazine/empowering-indigenous-people



Automated Decision-Making Without Contextual Sensitivity

AI systems for financial aid or disaster relief may 

exclude families without formal addresses or bank 

accounts, common among informal settlers or 

rural residents.
Automated grading systems for 

schools may penalize students 

with limited digital literacy or 

access to online resources.



Incorporate Anti-Discrimination Safeguards in 
Digital Research Protocols
• Mandate assessments for algorithmic bias and 

representation during research review.
• Require diverse datasets that include rural, 

indigenous, and low-income populations to 
prevent skewed outcomes.

Recommendations for UP Diliman Research Ethics Board

Foster Inclusivity in Technology Development
• Engage representatives from vulnerable groups (e.g., 

IPs, rural communities) in the design and testing of 
digital systems.

• Support the development of local, culturally sensitive 
technologies that cater to the specific needs of Filipino 
communities.



Recommendations for UP Diliman Research Ethics Board

• Ensure informed consent practices are culturally appropriate and easily understandable, especially 

for indigenous and low-literacy participants.

• Propose a collaboration with the National Privacy Commission to develop specific guidelines for 

research involving sensitive or indigenous data.

• Establish a process for regular review of digital research projects to identify and mitigate potential 

discriminatory outcomes.

Strengthen Data Privacy Protections

Continuous Monitoring and Evaluation



Regular Communication with the National 
Privacy Commission: 
Propose a regular dialogue between UPD REB and the 
National Privacy Commission to stay updated on data 
privacy trends, legal requirements, and emerging 
risks associated with digital research in the 
Philippines.

Inter-Institutional Collaboration for Shared Digital Ethical Standards

Partnering with other Philippine REBs: 

Initiate collaborations with ethics boards from 

other Philippine universities and institutions to 

establish shared standards and best practices in 

digital ethics.
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Call to action for Institutional Research Ethics Board
Proactively Address Emerging Risks: 
Encourage the REB to recognize and proactively address the ethical risks associated 

with digital research projects, such as data privacy concerns and algorithmic biases that 

could disadvantage vulnerable groups in the Philippines.

Commit to Continuous Education: 
Mandate the REB to continue educating its members on the ethical 

implications of digital technologies, making sure they remain 

equipped to evaluate research proposals in an increasingly digital 

academic environment.

Promote an Inclusive Digital Research Culture: 
Advocate for a culture of inclusivity and respect for cultural 

diversity in digital research, setting a standard for the Philippines 

and other institutions.
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